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New Sophos Central Management Features Mid-2019  
Since XG Firewall joined Sophos Central earlier this year, a few new helpful features have been added that make day-
to-day management of XG Firewall easier than ever: 

• Management and storage of scheduled backups 
• Firmware update management 
• Zero-touch deployment of new XG Firewall appliances 

 

This guide provides an overview and how you can make the most of these new Sophos Central features. 

  



 

 

Backup Management 
 

Sophos Central now includes a helpful new feature to centrally schedule and manage all your firewall configuration 
backups.  XG Firewall v17.5 MR7 or later is required. 

Here’s how to take advantage of this great new feature: 

 

(1) Enabling Sophos Central Backup Management 

You can activate this feature in XG Firewall from the “Central Synchronization” menu.  Under Sophos Central Services, 
click the “Configure” button, and then check the box to “Use Sophos Central Management”, and “Send configuration 
backups to Sophos Central” as shown below: 

 

 
 

  



 

 

In Sophos Central this new feature is part of your Firewall Management Menu as shown on the screen below.   

 

 
 

(2) Scheduling Backups 

Here you can select which devices you wish to back up, when, and how often.  The backup files will then be 
generated automatically according to the schedule and stored securely encrypted in Sophos Central.   

 



 

 

(3) Managing Backups 

You manage your backup files on the same screen where you can download a backup file to restore or pin a backup 
to store permanently.  Sophos Central stores your last five backups, replacing the oldest one with every new 
scheduled backup.  Any backup you pin is stored permanently in a separate location from the backup file rotation. 

 
 

When you download a backup, the configuration file will be re-encrypted using a password of your choice to ensure it 
remains secure, making it easy to restore onto your XG Firewall appliance.  You will be prompted for the password by 
Sophos Central when you download the backup file, and again by the firewall to decrypt it when you use it to restore 
the configuration. 

 

 

  



 

 

Firmware Update Management 
 

When a firmware update is available for any of your firewalls, a green “Update” button will appear next to the 
current firmware version in the Firewall list. As with backup management, XG Firewall v17.5 MR7 or later is required 
to take advantage of this new feature. 

 

 
 

Clicking this button will provide a pop-up window highlighting the details of the new firmware and a confirmation 
button to proceed with the firmware update. 

Upon initiating a firmware update from Sophos Central, the device will download the firmware update file if it has not 
done so previously, apply the new firmware, and reboot.  It may take several minutes for this process to complete 
and for the firewall to re-appear in the management list in Sophos Central. 

 

  



 

 

Zero-Touch Deployment 
 

Sophos Central now enables you to set up a new XG Firewall appliance in Sophos Central without having to touch the 
device yourself.  It’s done in three easy steps: 

1. Perform the initial setup in Sophos Central 
2. Put the configuration file on a USB stick 
3. Connect the USB stick to the firewall and start up the device 

 

 
 

Note: This new feature only works with hardware appliance deployments.  Virtual and software firewall deployments 
are not supported at this time. All firewalls with v17.5 MR3 or later support zero-touch deployment which should 
include any firewall ordered today. 

 

(1) Initial Configuration in Sophos Central 

From your “Firewalls” Management List in Sophos Central, click the “Add Firewall” button at the top of the list and 
select “Add a New Firewall”. 

 

 



 

 

You will then be prompted for the device serial number which can be found on the License Schedule, the outside of 
the cardboard box, or on the underside of the appliance itself: 

 
 

You will then go through the normal Firewall Setup Wizard to configure the firewall… 

 

 
 

  



 

 

(2) Download the Configuration and Transfer It to a USB Stick 
 
Once you finish the initial configuration, you will be prompted to download the configuration file: 
 

 
 

 

If the firewall requires customized settings to access the internet at its deployment location, you can enter those here 
to include them in the configuration file. 

 

 
 

With the new firewall config file in hand you can email it to someone at the remote location to transfer to a USB stick 
and then insert that into the device before starting it up. 

  



 

 

(3) Connect the USB Stick to the Device and Start It Up 

At startup, the device will look for a configuration on any attached USB storage device and utilize it if present.  It will 
then connect to the internet and connect to Sophos Central, and download any firmware updates. 

 

 
 

Once the process is complete, your new firewall will be available to manage in Sophos Central. 
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