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Criteria 1. None



1. Attack Categories

Category Hits
Reconnaissance 7496
N/A 1799
Browsers 541
Application and Software 282
Misc 112




2. Attacked Platforms

Platform Hits
BSD,Linux,Mac,Other,Solaris,Unix,Windows 7603
N/A 1799
BSD,Linux,Mac,Solaris,Unix,Windows 586
Linux,Windows 280
Other 36




3. Attack Targets

Target Hits
Server 7903
N/A 1799
Client,Server 567
Client 36




4. Severity wise Attacks

Severity Hits
Warning 5054
Minor 2527
Moderate 2423
Major 301




5. Intrusion Attacks

Attack Hits
ICMP Echo Reply 2843
SCAN UPnP service discover attempt 2438
ICMP PING 2136
(snort_decoder) WARNING: MISC IP option set 1709
SSL Request Export Ciphersuite Detection 541




6. Attacks detected and allowed

Attack Hits
ICMP Echo Reply 2843
SCAN UPnP service discover attempt 2438
ICMP PING 2136
SSL Request Export Ciphersuite Detection 541
HP Intelligent Management Center imcsyslogdm Use 280

After Free




7. Intrusion Source

Attacker Hits
192.168.0.1 3137
192.168.0.5 2260
192.168.0.10 2146
192.168.0.101 1220
192.168.0.105 806




8. Intrusion Destination

Victim Hits
192.168.0.10 2852
192.168.0.1 2840
239.255.255.250 1744
224.0.0.22 1716
192.168.0.105 285




9. Users

User Hits
N/A 10213
andrew 92




10. Applications used for Attacks

Application/Proto:Port Hits
ICMP:0 4979
UDP:1900 2443
IGMP:0 1716
HTTPS 595
UDP:514 280




11. Source Countries

Source Country Hits

Reserved 10271

United States 34




12. Trend - Intrusion Attacks

Time Event Type Event
2015-10-05 00:00:00 IPS Attack 472
2015-10-05 01:00:00 IPS Attack 474
2015-10-05 02:00:00 IPS Attack 471
2015-10-05 03:00:00 IPS Attack 474
2015-10-05 04:00:00 IPS Attack 473
2015-10-05 05:00:00 IPS Attack 471
2015-10-05 06:00:00 IPS Attack 475
2015-10-05 07:00:00 IPS Attack 476
2015-10-05 08:00:00 IPS Attack 472
2015-10-05 09:00:00 IPS Attack 543
2015-10-05 10:00:00 IPS Attack 518
2015-10-05 11:00:00 IPS Attack 318
2015-10-05 12:00:00 IPS Attack 61
2015-10-05 13:00:00 IPS Attack 0
2015-10-05 14:00:00 IPS Attack 0
2015-10-05 15:00:00 IPS Attack 26
2015-10-05 16:00:00 IPS Attack 0
2015-10-05 17:00:00 IPS Attack 0
2015-10-05 18:00:00 IPS Attack 0
2015-10-05 19:00:00 IPS Attack 0
2015-10-05 20:00:00 IPS Attack 0




2015-10-05 21:00:00 IPS Attack 1
2015-10-05 22:00:00 IPS Attack 0
2015-10-05 23:00:00 IPS Attack 0
2015-10-06 00:00:00 IPS Attack 0
2015-10-06 01:00:00 IPS Attack 0
2015-10-06 02:00:00 IPS Attack 0
2015-10-06 03:00:00 IPS Attack 0
2015-10-06 04:00:00 IPS Attack 0
2015-10-06 05:00:00 IPS Attack 0
2015-10-06 06:00:00 IPS Attack 0
2015-10-06 07:00:00 IPS Attack 0
2015-10-06 08:00:00 IPS Attack 0
2015-10-06 09:00:00 IPS Attack 2
2015-10-06 10:00:00 IPS Attack 0
2015-10-06 11:00:00 IPS Attack 0
2015-10-06 12:00:00 IPS Attack 0
2015-10-06 13:00:00 IPS Attack 0
2015-10-06 14:00:00 IPS Attack 122
2015-10-06 15:00:00 IPS Attack 31
2015-10-06 16:00:00 IPS Attack 27
2015-10-06 17:00:00 IPS Attack 70
2015-10-06 18:00:00 IPS Attack 34
2015-10-06 19:00:00 IPS Attack 41
2015-10-06 20:00:00 IPS Attack 32
2015-10-06 21:00:00 IPS Attack 35




2015-10-06 22:00:00 IPS Attack 55
2015-10-06 23:00:00 IPS Attack 84
2015-10-07 00:00:00 IPS Attack 50
2015-10-07 01:00:00 IPS Attack 46
2015-10-07 02:00:00 IPS Attack 50
2015-10-07 03:00:00 IPS Attack 51
2015-10-07 04:00:00 IPS Attack 48
2015-10-07 05:00:00 IPS Attack 55
2015-10-07 06:00:00 IPS Attack 60
2015-10-07 07:00:00 IPS Attack 120
2015-10-07 08:00:00 IPS Attack 75
2015-10-07 09:00:00 IPS Attack 127
2015-10-07 10:00:00 IPS Attack 67
2015-10-07 11:00:00 IPS Attack 97
2015-10-07 12:00:00 IPS Attack 88
2015-10-07 13:00:00 IPS Attack 49
2015-10-07 14:00:00 IPS Attack 58
2015-10-07 15:00:00 IPS Attack 84
2015-10-07 16:00:00 IPS Attack 128
2015-10-07 17:00:00 IPS Attack 53
2015-10-07 18:00:00 IPS Attack 70
2015-10-07 19:00:00 IPS Attack 69
2015-10-07 20:00:00 IPS Attack 96
2015-10-07 21:00:00 IPS Attack 65
2015-10-07 22:00:00 IPS Attack 49




2015-10-07 23:00:00 IPS Attack 46
2015-10-08 00:00:00 IPS Attack 44
2015-10-08 01:00:00 IPS Attack 46
2015-10-08 02:00:00 IPS Attack 47
2015-10-08 03:00:00 IPS Attack 48
2015-10-08 04:00:00 IPS Attack 45
2015-10-08 05:00:00 IPS Attack 44
2015-10-08 06:00:00 IPS Attack 44
2015-10-08 07:00:00 IPS Attack 45
2015-10-08 08:00:00 IPS Attack 50
2015-10-08 09:00:00 IPS Attack 153
2015-10-08 10:00:00 IPS Attack 105
2015-10-08 11:00:00 IPS Attack 43
2015-10-08 12:00:00 IPS Attack 43
2015-10-08 13:00:00 IPS Attack 46
2015-10-08 14:00:00 IPS Attack 206
2015-10-08 15:00:00 IPS Attack 208
2015-10-08 16:00:00 IPS Attack 50
2015-10-08 17:00:00 IPS Attack 47
2015-10-08 18:00:00 IPS Attack 51
2015-10-08 19:00:00 IPS Attack 54
2015-10-08 20:00:00 IPS Attack 94
2015-10-08 21:00:00 IPS Attack 144
2015-10-08 22:00:00 IPS Attack 102
2015-10-08 23:00:00 IPS Attack 67




2015-10-09 00:00:00 IPS Attack 61
2015-10-09 01:00:00 IPS Attack 53
2015-10-09 02:00:00 IPS Attack 48
2015-10-09 03:00:00 IPS Attack 52
2015-10-09 04:00:00 IPS Attack 46
2015-10-09 05:00:00 IPS Attack 45
2015-10-09 06:00:00 IPS Attack 44
2015-10-09 07:00:00 IPS Attack 47
2015-10-09 08:00:00 IPS Attack 66
2015-10-09 09:00:00 IPS Attack 50
2015-10-09 10:00:00 IPS Attack 8




