' (% webfdmin - L % K :o Sophos User B % Y E-: Symbols of Po. % Y meanig of kabl x YE {27 unread) -+ % Y ll'@ Continuous Bk X YE‘ Sophos Knowl: %

= C A | BebdrT//10.58.8.2:4444

i5° Apps  For guick access, place your bookmarks here on the bookmarks bar, Import bookmarks now. ..

SOPHOS

| & womn | 31 @ C % )

i5° Apps  For guick access, place your bookmarks here on the bookmarks bar, Import bookmarks now. ..

SOPHOS

@ search IPset
Dashhozard Connections Remote Gatew Policies Local RSAKey | Advanced | Debug
Management N
+ New IPsec policy... Find € »
Definitions & Users
n Display: |10 T 1-8ofd
Interfaces & Routing
i i Acti =~ | H -
Network Services Edit IPsec policy ion = ame
N . |Psec Settings: AES 1286/ M0OS -
M MISSIONMED
Metwork Protection anie ¢ Group 5: MODP
Weh Protection IKE encryption algorithm: | AES 256 v 1536 Lifetime: 3600 seconds
T e IKE authertication algorithm: | SHAT v ] Edit 0 AES-256 i
N % Delete Gompression off, not using
Endpoint Protection T8 e R i strict policy
IKE DH group: | Group 2: MODP 1024 A I Clone IKE Settings: AES 206 / MLG /
Wireless Protection Growp 5 MOOP {5326 Lifelime:
. IPsec encryption algarithm: | DES v 7800 seconds
Hiepsener Freeeion IFsec authentication algorithm: | SHA1 v asegsctinos i E Sfeeb s
RED Manzgement : £ 0iuli (None) Lifetime: 3600
IPsec SA lifetime: | 3600 seconds
ST Al IPsec PFS group: | Group 2 MODP 1024 ¥ =] Edit i MES 256 PFS L]
Arnazon VPG Compression off, not using
IPsec Strict policy: ¥ Delete strict policy.
g5l Compression: [ Clone IKE Seftings: AES 256 /MO5
N Sroup 5 MOOP {526 Lifetime:
g R 7800 seconds
Remote Access IPsec Settings: AES 256/ MOS
i £ Grows 5: MODP
Logging & Reporting  Save X Cancel 1536 Lifetime: 3600 seconds
Suppart [+ Edit %) Microsoft Windows i ]
Compression off, not using
SoolT aDelele strict policy, h
' (% webfdmin - L % K :o Sophos User B x Y E-: Symbols of Pou % Y meanig of kab! YE (27 unread) -+ % Y ll'@ Continuous EE X YE‘ Sophos Knowl: x [ | (=1 | x|
€« C M | BxbHT//10.8.8.2:4444 | =

| & womn | 31 @ C % )

@ search IPset
Dashhozard Connections | Remote Gatew... Policies Local RSA Key | Advanced Debug
Management N
< New Remote Gateway... Find € »
Definitions & Users
n Display: |10 T 1-1 of 1
Interfaces & Routing
i Acti =~ W ~| Host Authen...
Network Services Edit Remote Gateway ion = lame o N,
[ Edit WPN- REMOTE Gy
Metwork Protection R (i G MIE S OHMED ¥ MISSIONMED ™ WISSIONMED -
X Delete L
Weh Protection Gatewsay type: | Initiate connection T WD = Hos?{;ame [MCETR ALY
[ Clone authenticated via Preshared key.

Ernail Protection
Endpoint Protection
wiireless Protection
Wehserrer Protection
RED Management
Site-to-site VPN
Amazan WRC

IPsec

S5L
Certificate Management

Remote Access
Logging & Repoarting
Support

Log off

Gateway, | & REMOTE oW & +

Authentication type: | Preshared key M

[y, |smmmmnmnmnann

Repeat -
YRR D type: | Hosthame T
WP 1D | MMB-FIREWALL
Remote Metworks: i+
T &9 PACMED NETWORK]

Comment: |Fram Delia's Home to Office

Advanced

From Delia's Home to Office



W webAdmin - LU x (:o Sophos User B % Y El: Symbols of Po. % Y meanig of kabl x YE {27 unread) -+ % Y Q Continuous EE X YE‘ Sophos Knowl: x

€& & C | birT//108.8.2:4444

Apps  For guick access, place your bookmarks here on the bookmarks bar, Import bookmarks now. ..

SOPHOS

UTM 9

| & somn | (31 @ C 3 [ )

M search IPset
Dashboard Connections Rerrote Gatew... Palicies Local RSA Key Advanced Debug
Management

Definitions & Users
Interfaces & Routing
Metwark Services
Metwork Protection
Wieh Protection
Ernail Protection
Endpoint Protection
wiireless Protection
Wehserrer Protection
RED Management
Site-to-site VPN
Amazan WRC

IPsec

S5L
Certificate Management

Remote Access
Logging & Repoarting
Support

Log off

< New IPsec connection...

Find <l

Open live log Display 1-1 of 1
Edit IPsec connection L1 Action =k | Status | Hame A| Interface | Policy | Gateway
MNarme: HOME-TO-OFFICE L [ Edn n: D ;Ig!le VAN S g WRM- o
* Delete OFFICE MISSIONMED
Rermote Gateway: | VPH-MISSIONMED T Auto Fi I #and
£ Clone @ MISSIONMED [Auto Firewall is off an

Local Interface:
Palicy: | MISSIONMED v

|Local Networks -+
T &9 TEST NETWORK

) Autornatic Firewall Rules
I Btrict Routing

I/ Bind Tunnel to Local Interface

Comment:

|

strict routing is not in use




'@ WebAdmin X A !l Sophos Lse x7 [ web Mana: x ‘ ‘.3 Symbols of % Y meanig of | % A Il (27 urread % Y lﬁ Continuous % A @ Sophos Kno X
& C N | &bs//pacmed.dyndrs.org: 1111 gateway_to_gateway htm#1 o

Apps  For quick access, place your bookmarks here on the bookmarks bar, Import bookmarks now. .

I

ion of Cisco Systems, Inc.

10/100 4 -port VPN Router

System
Summary

System Port
Management  Management

Setup DHCP Firewall ProtectLink UWPH Log Wizard Support Logout

Edit the Tunnel

Tunnel Ma E
Tunnel Mame MME-F

Interface | WWANI ¥ |
Enakle |«

Local Group Setup Local Securty Gateway Type | IP Only v

IP address EQ .I:IQEI ﬁ49 .ﬁ14

Local Security Group Type |Subnet v \

Padiress 132 |figa 1 [ ]
Subnetbask 255 |55 | [ms o |
Remote Group Setup Remote Securty Gatewsy Type | IP Only v
P by DNS Resaived v [0 |

Remate Security Group Type \Subne1 v
Pagress 10 |8 s b |
Subnethask 255|255 s [0 |

-
IPSec Setup keying Mode \m
Phase! DH Groug | Group2 v |
Phase1 Encryption |M\
Phase! Authertication |m|
Phasel 54 Life Time seconds
Perfect Forward Secrecy (o
Phase2 DH Group \W|
Phase2 Encryption \m|
Phase? Authertication | SHA1 ¥ | W
Phase2 A Lite Time secands
Preshared Key ‘@ELSHADDAIU?@
Advanced

|o#! Aggressive Mocde

) Compress (Support IP Payload Compression ProtocolfPComp))
o Keep-Alive

@ AHHash Algorithm | SHA1 v |

%) MNetBIOS broadcast

o MAT Traversal

() Dead Peer Detection (DFD) Interval B0 | seconds

Save Settings Cancel Changes




