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Agenda 

• Interfaces & bridges 

• Advanced Threat Protection 

• Web Protection 

• Email Protection 

• Web Server Protection 

• Wireless Protection 

• New appliances and APs 

• Roadmap update 
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Interfaces & bridges 
What’s new?  
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Interfaces 
9.3 Interface & Routing features 

• DHCP interface enhancements  

• VLAN tagging for DHCP interfaces 

• VLAN interfaces as addition to static or DHCP interface 

• Multiple PPPoE interfaces 

• Multiple bridge interfaces & VLAN support 

• DCHP v6 relay 

• IPv6 Router Advertisements: DNS Server Domain 

• OSPF enhancements 
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Interfaces 
DHCP interface enhancements  



9 

Interfaces 
VLAN interfaces in DHCP client mode 
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Interfaces 
VLAN interfaces added flexibility 
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Interfaces 
Multiple PPPoE interfaces 
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Interfaces 
Multiple bridge interfaces & VLAN support 
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Interfaces 
OSPF enhancements 
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Demo 

Interfaces DHCP, Bridge & VLAN 
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Advanced Threat 
Protection 
What’s new?  
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Advanced Threat Protection 
Complete DNS security & IPv6 protection 

• Before 9.3 the ATP detection has taken place in various ways 
such as via the UTMs DNS proxy.   

• Direct DNS requests to public servers such as GoogleDNS (if 
allowed) however could not be secured by the ATP feature 
itself if not handled via the proxy.  

• With version 9.3 any DNS request can be verified via our ATP 
intelligence provided  by Sophos LABs 

• Full ATP support for the IPv6 protocol   
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Web Protection 
What’s new?  
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Web Protection 

Introducing more enterprise level features – powerful, flexible, simple 

 

• Site tagging – enables sites to be tagged and tags to be used 
in policies (e.g. “customer sites” or “research sites”) 

 

• Time quota policy - users can browse specified categories for 
a set period per day  

 

• Selective HTTPS Scanning – automatically determines which 
encrypted connections to scan 
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Web Protection 
Site tagging - Tag sites to create unlimited custom categories 

Use tags in policy just like 
other categories 



22 

Web Protection 

 

Web Surfing Quotas Policy: Select the categories and the time quota… 

User Experience 

Helpdesk 

(Reset if needed) 



23 

Web Protection 
Site tagging - Tag sites to create unlimited custom categories 

Use tags in policy just like 
other categories 
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Web Protection 
Selective HTTPS scanning – Increase privacy, only scan risks 



25 

Web Protection 
Other noteworthy features 

 

• True File Type Detection – can block archives based on the files 
they contain 

 

• Performance Improvements – proxy optimizations resulting in 
20% performance improvement and 75% memory reduction 
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Web Protection 
Application control news 

• Updated App Control engine  

• broader app coverage (1300 Apps)  

• No visible changes in Webadmin GUI 

• AppControl now provides IPv6 Support 

• Database upgraded from NAVL 3.x to Version 4.x 

• NAVL 4.x: provides ability for quicker App pattern updates 
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Demo 

Web Protection 
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Email Protection 
What’s new?  
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Email Protection 

• Adding attachments in the reply portal 

• SPX recipient self-registration 

Improved SPX usability 
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Email Protection 

 

SPX reply portal attachments 
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Email Protection 

• Recipient self registration for 
easier password management 
and improved confidentiality 

 

SPX recipient registration 

2. UTM encrypts email as 
a PDF and sends it to the 

recipient 

3. User receives a 
template email with 
the original email as 

an encrypted PDF 
attachment 

myPassword 

4. Users sends password via 
a separate channel 

5. Recipient receives 
password and can read 

email 

1. User sends an 
email with 

sensitive data 



32 

Email Protection 

• Recipient self registration for 
easier password management 
and improved confidentiality 

 

SPX recipient registration 

2. UTM sends a 
registration request to 

the recipient 

3. The recipient 
opens the request 
and browses to the 

SPX registration 
portal 

4. Recipient registers with 
UTM 

6. Recipient decrypts 
the attached PDF with 

the registered 
password 

1. User sends an 
email with 

sensitive data 

5. UTM encrypts the email as 
a PDF and sends it to the 

recipient 

myPassword 
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Demo 
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Web Server Protection 
What’s new?  
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Web Server Protection 

• NTLM support 

• Reverse authentication UI update 

• Authentication pre- and suffixing 

• Improved exceptions 

• Access control 

• Scan size limits 

 

 

Improved compatibility, easier deployment 
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Web Server Protection 

• NTLM hashes and sessions are now recognized by the WAF 
and sent to the backend servers unchanged 

￮ Prevents “session clash” behavior previously present in UTM 

￮ Enables the use of NTLM based SSO with multiple backend systems 
(for example Microsoft Sharepoint) 

￮ Not supported as a reverse authentication delegation method 

NTLM support 
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Web Server Protection 
Reverse authentication UI update 
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Web Server Protection 

• “Frontend realm“ and „cookie encryption secret“  are 
removed from Webadmin 

￮ Automatically generate with a random string 

￮ Old values are reused during upgrade 

 

• „Frontend Realm“ field renamed to „Basic Prompt“ for HTTP 
Basic Authentication 

o Old „frontend realm“ value retained during upgrade 

Reverse authentication UI update 
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Web Server Protection 

• Allows administrators to add 
information to login credentials 
used in reverse authentication 

￮ Both prefixing (“domain\username”) 
and suffixing (“username@domain”) 
can be used to solve default domain 
issues 

￮ Both methods can even be combined if 
required 

• Simplifies deployments and 
changes required to backend 
systems 

Authentication pre- / suffix 
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Web Server Protection 

• Wildcards can be added 
anywhere in an exception path 
to simplify exceptions 

• Accept unhardened form data 

￮ Previously, a missing FH token 
would result in a blocked request 

￮ Located under „Advanced“ 

￮ Requires „Skip Form Hardening“ to 
be effective 

￮ Not enabled by default nor on 
upgrade 

Improved exceptions 
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Web Server Protection 

• Limit or grant access to 
websites and site paths based 
on the source network of the 
request 
￮ Enabled by checkbox “Access 

control” in Site Path Route form  

￮ Allow access for IP addresses listed 
in “Allowed networks” (filled with 
“Any” network object by default) 

￮ Deny access for IP addresses listed 
in “Denied networks” (empty by 
default) 

￮ Deny access for any network not 
listed in “Allowed networks” 

Access control 
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Web Server Protection 

• Client access is denied with “403 Forbidden” HTTP status 
code 

• Log entries if access is denied: 
2014:10:06-09:07:07 … [authz_core:error] 

… AH01630: client denied by server 

configuration … 

2014:10:06-09:07:07 … statuscode=“403” … 

Access control 
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Web Server Protection 

• Scan size limit determines the 
maximum size of a transaction 
(upload/download) in a session 

• Prevents timeouts due to 
predetermined limit found in 
9.2 

Scan size limit  
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Web Server Protection 

• Multi-file upload: 

￮ Limit applies to complete upload request, not to individual files 

￮ Some files may get not (or only partly) scanned 

• Enable log level info for mod_avscan to get feedback that limit 
is effective: 
2014:10:06-11:12:25 … [avscan:info] … bypassing upload 

check after 2103915 bytes: size limit 2097152 reached … 

Scan size limit  
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Wireless Protection 
What’s new?  
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Wireless protection 

• Hotspot improvements 

• Periodic scanning 

• 802.11r Fast Roaming 

• Various other enhancements 

Better hotspots, better coverage 
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Wireless Protection 

• HTTPS support added for hotspot login 
page 

• Customizable portal hostname 

• Per hotspot administrative rights 
management 

Hotspot improvements 
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Wireless Protection 

• Sophos UTM can now periodically 
scan the 2.4 and 5 Ghz frequency 
band and select the optimal channel 
dynamically. 

￮ This improves coverage 

￮ Reduces noise and channel overlap 

￮ And boosts performance 

• 802.11r Fast Roaming was added to 
9.3 to reduce the station handoff 
delay to 3 ms 

￮ Real world full station to station roaming 
time is now less than 0.5 seconds 

Periodic scanning and 802.11r Fast Roaming 
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Demo 
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Various other 
improvements 



59 

Various other improvements 

• Hyper-V 3.5 – adds support for Microsoft Hyper-V Server 2012 
R2 including MS Integration Tools v3.5 which will add HA/LB to 
Hyper-V 

 

• Remote Assistance In-a-Click – enables webadmin access to 
the UTM by Sophos Support with the click of a single button 

 

Better compatibility and remote support 
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New hardware 
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New Hardware 

• 4 new models (SG 105/115/125/135) 

￮ Newest Intel technology (two platforms) 

￮ 2-3x performance increase  

￮ SG105/115: Intel Baytrail, 4 ports 

￮ SG125/135: Intel Rangeley, 8 ports 

 

• Also available with integrated wireless 
￮ SG 105w/115w: 4 ports plus Integrated wireless 

￮ SG 125w/135w: 8 ports plus Integrated wireless 

￮ Can be extended with Sophos APs 

 

 

New desktop SG models – with built-in wireless technology 
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SG 1xx Series 
Tech Specs 

All models: 

• 2* USB 2.0 ports 

• 1* VGA port 

• 1*RJ45 console port 

Model Base 
model 

CPU Cores GHz RAM Disks GE 
Ports 

Wireless card  
(on „w“ model) 

other 

SG105 
SG105w 

Nexcom 
DNA 120 

Baytrail 
E3826 

2 1.46 2 320 GB 
HDD 

4 802.11 a/b/g/n 
3x3 MIMO, Dual Band  

fanless 

SG115 
SG115w 

Nexcom 
DNA 120 

Baytrail 
E3827 

2 1.75 4 320 GB 
HDD 

4 802.11 a/b/g/n 
3x3 MIMO, Dual Band  

fanless 

SG125 
SG125w 

Nexcom 
DNA 1150 

Rangeley 
C2358 

2 1.7 4 320 GB 
HDD 

8 802.11 ac/b/g/n (no DFS) 
3x3 MIMO, Dual Band  

Intel QuickAssist 
support 

SG135 
SG135w 

Nexcom 
DNA 1150 

Rangeley 
C2558 

4 2.4 6 320 GB 
HDD 

8 802.11 ac/b/g/n (no DFS) 
3x3 MIMO, Dual Band  

Intel QuickAssist 
support 
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New Hardware 
AP15 
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New Hardware 

• Form factor: desktop (plus wall-mount option) 

• Number of radios: 1 

• WLAN-Standard: 802.11 b/g/n 2.4 GHz 

• Max. WiFi performance: 300 Mbps 

• MIMO: 2x2:2 

• Antennas: 2 x external (omni-directional)  

• PoE: 802.3af 

• Ethernet: 1 x 10/100/1000  

 

AP15, successor to AP10 
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New Hardware 
AP100 Desktop 
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New Hardware 

• Form factor: desktop (plus wall-mount option) 

• Number of radios: 2 

• WLAN-Standard: 802.11 a/b/g/n/ac 2.4 GHz and 5 GHz 

• Max. WiFi performance: 1.3 Gbps 

• MIMO: 3x3:3 

• Antennas: 3 x external (RP-SMA) 

• PoE: 802.3at 

• Ethernet: 1x10/100/1000 

• Console: 1 x RJ45 console port 

• USB: 1 x USB port 

 

AP100, new top of the line AP 
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Roadmap Update 
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Next Gen Network (Copernicus 1) 
User-centric policy, ATPv2 with EP awareness, 
performance, full central mgmt (on-prem and 
cloud) 

Network Security Roadmap 
CY 2014 

UTM/NGFW 

Web 

Email 

SEA 3.9 
Snoeshoe anti-spam 

enhancements 

Q3 Q4 Q1 Q2 Q3 Q4 Q1 

CY 2016 

UTM  9.3 
Mail: SPX secure reply, pwd mgmt 
Web: time quotas, custom cat 
WAF: seamless experience, better multi  
server mgmt, customer WAF signatures 
Remote Assistance to Sophos 

SUM 4.3 

SWA 4.0 
300% proxy performance, user 

timeline reporting 

SEA 4.1 
HW refresh, DMARC, new AS 
engine 

UTM  9.4 
New RED HW + Wireless 
model, perf boost. New 
UTM networking/VPN 
features 

Q2 

PureMessage Unix 6.3 
Stability and SP features 
 

UTM  9.35 
EAL 4+ cert, AWS autoscaling, 
support MS Azure. enhanced 
virtualization,  VPN features, 
improved stability 

Hardware 
/accessories 

SG105W 
SG115W 

CY 2015 

PureMessage Unix 6.2 
New platform support, TFT inside archives, Improve 
detection rates, small service provider features 
 

SG105 
SG115 
SG550 
SG650 

SG125 
SG135 AP15 

AP100 
802.11ac 
  

Sophos iView  
Central UTM reporting 
Virtual appliance 

Next Gen Network (Copernicus 2) 
Improved WAF, VPN, FW, email and web features, EP 
app visibility, RED enhancements, EP integration, 
performance, enhanced cloud / virtualization 

UTM  9.5 
Improved UTM 
networking and VPN 
features 

SWA 4.1 
Web app control 

Cloud  
SWG  
v1.0 

CSWG v1.1 NG-SWG 
v5.0 

NG-SWG 
v5.1 

NG-SWG 
v5.2 

SEA 4.0 
Personal bulk mail mgmt, 

Time-of-Click Protection 

PureMessage Unix 6.4 
New anti-spam engine 

 
 

SEA 4.2 
Advanced DLP, Cloud 

mgmt 

CSEG 
 v1.0 

CSEG 
 v1.1 

CSEG  
v1.2 

CSEG  
v1.3 

CSEG 
 v1.4 

All SG rev.2 
New entry level SG 
New high End SG 

AP100C 
Ceiling 
AP55 
Desktop, 802.11ac, 2X2 MIMO 
AP55C 
Ceiling, 802.11ac, 2X2 MIMO 

RED15 
 

AP100X 
Outdoor 

SG125W 
SG135W 

RED15w 
 

RED Wifi/DSL 
New models 
 
 

SG 5,6,+ 
Series rev.3 

 

SG 2,3,4 
Series rev.3 

 
 

AP15C 
Ceiling,802.11n, 
2X2 MIMO SG Flexiport Modules 

40 Gbps QSFP/fiber ports 
QuickAssist HW acceleration  
 

New SWA & 
SWG appliances 
Based on SG 
Fewer ports 
More storage 
 
 

Purple italic text indicates planning in process 
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Sophos iView  
Consolidated UTM reporting 

Virtual appliance 

UTM/NGFW Roadmap 
CY 2014 

UTM 9.x 

Q4 Q1 Q2 Q3 Q4 Q1 Q2 

CY 2016 

Q3 

UTM  9.3 
Mail: Sophos SXL AV, SPX 
enhancements 
Web: Rev app ctrl engine, mobile 
device policy 
WAF: Wild card support in domains 
Remote Assistance: to Sophos support 

SUM 4.3 

V10.6.4 Beta 
Openflow support, BYOD  

security policy, Anywhere  
iOS filtering,  enhanced VPN  

tunneling, expanded  
reporting (web/email) 

 

V10.6.2 Beta 
VPN Acceleration, 160 Gbps 

FW, ICAP, UTQ, Amazon, 
MicroApp Control, Wifi SSO 

Cyberoam 
10.x 

V10.6.3 Beta 
CIPA compliance reporting, 

Educator policy 
Portal, custom IPS, enhaced 

Wifi hotspot functionality,  

Copernicus 

In
-p

lace
 free u

p
grad

e
 

Hardware 
/accessories 

CY 2015 

SG105W 
SG115W 

SG105 
SG115 
SG550 
SG650 

SG125 
SG135 AP15 

AP100 
802.11ac 
  

All SG rev 2 
New entry level SG 
New high End SG 

AP100C 
Ceiling 
AP55 
Desktop, 802.11ac, 2X2 MIMO 
AP55C 
Ceiling, 802.11ac, 2X2 MIMO 

RED15 
 

AP100X 
Outdoor 

RED15w 
 

RED Wifi/DSL 
New models 
 
 

SG 5,6,7 
Series rev.3 

 

SG 2,3,4 
Series rev.3 

 

AP15C 
Ceiling,802.11n, 
2X2 MIMO 
 
 

SG Flexiport Modules 
40 Gbps QSFP/fiber ports 
QuickAssist HW acceleration  
 

SG125W 
SG135W 

UTM  9.5 
Improved UTM 
networking and VPN 
features 

Next Gen Network (Copernicus 2) 
Improved WAF, VPN, FW, email and web features, EP 
app visibility, RED enhancements, EP integration, 
performance, enhanced cloud / virtualization 

Next Gen Network (Copernicus 1) 
User-centric policy, ATPv2 with EP awareness, 
performance, full central mgmt (on-prem and 
cloud) 

UTM  9.4 
New RED HW + Wireless 
model + perf boost. New 
UTM networking / VPN 
features 

UTM  9.35 
EAL 4+ cert, AWS autoscaling, 
support MS Azure. enhanced 
virtualization,  VPN features, 
improved stability 

Purple italic text indicates planning in process 
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Next Gen Network: Codename Copernicus 

We’re building our next generation operating system 
To be released in 2015 a joint Sophos and Cyberoam development that blends 
the best of both products to create a new software platform for the future that 
will enhance protection, performance and user experience for both Cyberoam 
and Sophos customers 
 

We’ll continue to improve both existing product sets in parallel 
Sophos UTM will continue to receive investment for years to come and will be 
available alongside our new firewall operating system  

 

Sophos customers and partners will benefit at a time of their choosing 
A carefully planned transition will enable customers and partners to move at the 
right time for them and let them run our new firewall operating system on 
today's Sophos SG Series appliances  
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Layer 8  
User-Centric 
Policy Model 

Cloud console 
management 

/reporting 

Deep 
Application 

control, 
coverage and 

visibility 

Intelligent 
scanning to 
accelerate 

performance 

Next Gen Network: Codename Copernicus 

 

 

 

Runs on  
SG Series  
Hardware 

Flexible 
migration 
with tools 

Unrivalled  
User Experience 

Architecture Platform Modular Open Source 

 Leading Threat  Protection 
 RED for Distributed Networks 
 Secure Wi-Fi & Access Points 
 Web Protection Technologies 

 Layer 8” User Identity Policies 
 Leading Application Control 
 Accelerated Packet Filtering 
 iView Logging & Reporting 

Hardware, 
Virtual and 

Cloud 
Deployment 

Heartbeat 

Unified Management 
Compromise Detection 

and Response 

Next Gen Endpoint Next Gen Network 
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Questions? 
 
Presales-NEEMEA@Sophos.com 
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