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77.75.101.166 is the ISP public ip.
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The first one is the UTM to pfSense, second one is UTM to other UTM which works fine.
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Site-to-site VPN Tunnel Status.

©  CorkOffice [00f 2 IPsec SAs establshed]

(]

SA: 10.0.2.0/24=10.254.254.126 € 77.75.101.166=10.1.0.024
VPN ID: 10.254.254.126

Error: No connection

SA: 10.0.1.0/24=10.254.254.126 € 77.75.101.166=10.1.0.024
VPN ID: 10.254.254.126

Error: No connection

Loyalty_Ireland [2 of 2 IPsec S4s estabished]

SAZ 10.0.2.0/24=10.254.254.126 & 52.16.11.63=172.8.0.0/16
VPN ID: 10.254.254.126

IKE: Auth PSK / Enc AES_CBC_256 / Hash HMAC_MDS / Lifetime 7800 / NAT-T/ DPD
ESP: Enc AES_CBC_256 / Hash HMAC_MDS / Lifetime 36005

SA: 10.0.1.0/24=10.254.254.126 € 52.16.11.63=172.8.0.0/16

VPN ID: 10.254.254.126

IKE: Auth PSK / Enc AES_CBC_256 / Hash HMAC_MDS / Lifetime 7800s / NAT-T/ DPD
ESP: Enc AES_CBC_256 / Hash HMAC_MDS / Lifetime 36005
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General Information

Disabled (] Set this option to disable this phase1 without removing it from the list.

IKEvT .

Select the Internet Key Exchange protocol version to be used. Auto uses IKEv2 when initiator, and accepts either IKEv1 or
IKEV2 as responder.

Internet Protocol 1Pvd v

Select the Internet Protocol family.

Interface | waN B

Select the interface for the local endpoint of this phase1 entry.

Remote Gateway | 10.254.254.126

Enter the public IP address or host name of the remote gateway.

Description SSC to Sophos UTM

Adescription may be entered here for administrative reference (not parsed)

Phase 1 Proposal (Authentication)
Auther Mutual PSK M
Method . ¢ match the setting chosen on the remote side.
Negotiation mode | Main .

Aggressive is more flexible, but less secure.
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My identifi My IP address v

Peer ide Peer IP address -
Pre-SharedKey  test123

Enter the Pre-Shared Key string.

Phase 1 Proposal (Algorithms)

Encryption | AES v 256 bits.
Algorithm
Hash Algorithm | sHA256 v

Must match the setting chosen on the remote side.

DH Group 14 (2048 bit) v

Must match the setting chosen on the remote side.
Lifetime (Seconds) 3600
Advanced Options
Disable rekey Disables renegotiation when a connection is about to expire.

Margintime
(Seconds)

How lona hefare ronnection exnire or kevinachannel exnire shauld attemnot 1o neantiate 4 renlacement heain
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Responder Only () Enable this option to never intiate this connection from this side, only respond to incoming requests.

NAT Traversal  Auto v

Set this option to enable the use of NATT (i. the encapsulation of ESP in UDP packets) if needed, which can help with
clients that are behind restrictive firewalls.

Dead Peer Detection ¢/ Enable DPD.

Delay 10
Delay between requesting peer acknowledgement.

Max failures | 5

Number of consecutive failures allowed before disconnect.

Save
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General Information

Disabled (] Disable this phase 2 entry without removing it from the list

Mode | Tunnel IPv4 .

Local Network | LAN subnet B o -
Tvee Address

NAT/BINAT None . — .
translation Type addrese

I NAT/BINAT is required on this network specify the address to be translated

Remote Network Network v 10.1.1.0 /24 v
Type Address

Description | pfsense-Sophos

Adescription may be entered here for administrative reference (not parsed)

Phase 2 Proposal (SA/Key Exchange)

Protocol | gsp B

ESP is encryption, AH is authentication only.

Encryption (¢ AES 256 bits. v
Algorithms
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AES128-GCM Auto M

AES192-GCM Auto v
AES256-GCM Auto v
Blowfish Auto M
3DES

CAST128

Use 3DES for best compatibilty or for a hardware crypto accelerator card. Blowfish is usually the fastest in software

encryption.
Hash Algorithms MD5 SHA1 @ SHA256 (] SHA384 (] SHAS12 (J AES-
XCBC

PFS key group. 14 (2048 bit) v

Lifetime | 3600
Seconds

Advanced Configuration

Automatically ping

host o dress
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Edit Remote Gateway

Name: [CorkOffice

Gateway type: [ Initate connection v

Gateway: | T @l Cork Offce Pl +

Authentication type: [ Preshared key v
Key:
Repeat
VPN ID type: [P address v
VPN ID (optional):
Remote networks: =+

T & CorOffice_Network

Comment

Advanced
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Edit network definition

| Name: [Cork Offce Pubic P
| Type: [Host .
' Pus address: 7775101166
| @ DHCP Settngs

|

DN Settings

Comment: interface WAN PfSense-Cork:
Advanced

o Save X Cancel
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Edit etwork denntion: o

Name:
Type:

1Pv4 address:
Netmask

CorkOffice_Network

Network

10.1.00

124 (255.255.255.0)
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Echernet adapter Tean 1

Connection-specific DNS Suffix
Link-local IPu6 Address . . .
IPud Address. . . . - . . . .
Subnet Mask . . . . . . ...
Default Gateway - - - . . . .

6d7e :dc62:8425:1a3b719
10.1.1.181
255.355.255 .0
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Edit IPsec Policy

Name:

|AES256-PFSENSE

IKE encryption algorithm
KE authenticaton algorihm
IKE SA ffetime:

IKE DH group:

AES

256 v

SHA2 256 v

3600

Group 14 MODP 2048 v

1Psec encryption algorth
1Psec authentication aigorihm
1Psec SA ifeime:
1Psec PFS group:

AES

256 v

SHA2 256 v

3600

Grouy

ip 14: MODP 2048

Strict policy:
Compression:

oo

Comment

 save X Cancel
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Connections

Remote Gateways | Policies

Local X509 Certiicate

Local RSA Key

Advanced = Debug

Local X509 Cert 2 Please select the defautlocal X509 certficate used fr IPsec
connectons.
/ Apply
Preshared Key Setings
VPN ID type: | Hostname v ‘Specify the VPN ID that is used by PSK connections here. When
the VPN ID is emly, the system will atomaicaly use the
VPN ID: [10.254254.126 interace IP address as the VPN ID.

9] Enable probing of preshared keys.

Dead Peer Detection (DPD)

Activate probing if you need to use different PSKs for your IPsec
connections in respond-only mode.

/ Apply

4] Use Dead Peer Dstection

NAT Traversal (NAT-T)

When this option is activated, the system will y to detect dead
(offine) remote systems.

/ Apply

9] Use NAT traversal

NAT traversal keepalive: [0 | seconds

With NAT Traversal, IPsec traffic can pass upstream systems that
use Network Address Translation (NAT).

/ Apply
CRL Handing
] Automaticfetching These setings define how Certicate Revocation Lists are
handled. When Automatic fetching i on, the system vill
st poicy automaticallyty o aquire CRL fom remote stes.

/ Apply




