Sophos Firmware Version SF0S 17.1.1 MR-1

console> tcpdump "src host 18.10.208.4°

cpdump: Starting Packet Dump

@9:17:12.247928 tun@, IN: IP 18.10.280.4.49983 > 18.19.2.2.80: Flags [5], seq 21
82148883, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sackOK], length @
@9:17:12.248143 reds1, OUT: IP 19.19.200.4.49983 > 10.18.2.2.88: Flags [5], seq
2182140883, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sack0K], length @
@9:17:12.329627 tun@, IN: IP 198.10.280.4.49984 > 18.18.2.2.80: Flags [5], seq 28
73857235, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sackOK], length &
@9:17:12.329821 reds1l, OUT: IP 19.19.200.4.49984 > 10.18.2.2.88: Flags [5], seq
2873857235, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sack0K], length @
@9:17:12.498962 tun@, IN: IP 198.10.280.4.49985 > 18.18.2.2.80: Flags [5], seq 24
86002182, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sackOK], length @
@9:17:12.499163 reds1l, OUT: IP 19.19.200.4.49985 > 10.18.2.2.88: Flags [5], seq
2486002182, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sack0K], length @
@9:17:15.27958@ tun@, IN: IP 198.10.280.4.49984 > 18.18.2.2.80: Flags [5], seq 28
73857235, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sackOK], length &
@9:17:15.279759 reds1l, OUT: IP 19.19.200.4.49984 > 10.18.2.2.88: Flags [5], seq
2873857235, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sack0K], length @
@9:17:15.327438 tun@, IN: IP 198.10.280.4.49983 > 18.19.2.2.80: Flags [5], seq 21
82148883, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sackOK], length @
@9:17:15.327566 reds1l, OUT: IP 19.19.200.4.49983 > 10.18.2.2.88: Flags [5], seq
2182140883, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sack0K], length @
99:17:15.497442 tun@, IN: IP 18.10.280.4.49985 > 18.18.2.2.80: Flags [5], seq 24
86002182, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sackOK], length @
@9:17:15.497625 reds1l, OUT: IP 19.19.200.4.49985 > 10.18.2.2.88: Flags [5], seq
2486002182, win 64248, options [mss 1338,nop,wscale 8,nop,nop,sack0K], length @
@9:17:16.131841 tun@, IN: IP 108.10.280.4.49986 > 192.168.28@.22.2222: Flags [5].
seq 2808157348, win 64248, options [mss 1338,nop,wscale B,nop,nop,sackOK], leng

@9:17:16.132819 Portl, OUT: IP 19.16.206.4.49936 > 192.168.200.22.2227: Flags
5 1338

g

28@8157340, win 64248, ﬂptlcnr [m nop,wrcale Lnop,nop, sack0K],
@9:17:16.179988 tun@, IN: IP 18.10.280.4.49986 > 192.168.200.22.2222: Flags |[.
ack 2663083288, win 258, length @

@9:17:16.18085%8 Portl, OUT: IP 19.16.206.4.49936 > 192.168.200.22.2222: Flags
], ack 1, win 258, length @

@9:17:16.259718 tun@, IN: IP 18.10.280.4.49986 > 192.168.280.22.2222: Flags [P.1]




B89:17:16.188858 Portl, OUT: IP 12.19.200.4.49986 > 192.168.20@.22.2222: Flags [.
1, ack 1, win 258, length @
@09:17:16.259718 tund, IN: IP 19.108.200.4.49986 > 192.168.28@.22.2222: Flags [P.]
, ack 1, win 258, length 28
@9:17:16.25%988 Portl, OUT: IP 12.10.206.4.49986 > 192.168.200.22.2222: Flags [P
.1, ack 1, win 258, length 28
@09:17:16.498178 tund, IN: IP 19.108.200.4.49986 > 192.168.28@.22.2222: Flags [P.]
, ack 1, win 258, length 28
@9:17:16.498419 Portl, OUT: IP 12.10.206.4.49986 > 192.168.200.22.2222: Flags [P
.1, ack 1, win 258, length 28
@9:17:17.559758 tun@, IN: IP 16.10.200.4.49986 >
ack 29, win 256, options [nop,nop,sack 1 {1:29}], length @
@0:17:17.559914 Portl, OUT: IP 12.109.206.4.49986 > 192.168.200.22.2222: Flags [.
1, ack 29, win 256, options [nop,nop,sack 1 {1:29}]
@9:17:17.599722 tun@, IN: IP 16.10.2008.4.49986 > 19
, ack 29, win 256, length 147
@0:17:17.59%9983 Portl, OUT: IP 12.10.206.4.49986 > 192.168.200.22.2222: Flags [P
.1, ack 29, win 256, length 147
9:17:17.68%660 tun@, IN: IP 10.10.200.4.49986 > 192.168.20@.22.2222: Flags [.].,
ack 1367, win 256, length @
:17:17.689838 Portl, OUT: IP 18.10.266.4. > 192.168.28@.22.2222: Flags [.
ack 1367, win 256, length @
9:17:17.769617 tund, IN: IP ll-i 18.268.4. 192.168.28@.22.2222: Flags [.].
ack 3957, win 256, length @
9:17:17.769767 Portl, OUT: IP 18.10.266.4. > 192.168.28@.22.2222: Flags [.
ack 3957, win 256, length @
9:17:17.888721 tund, IN: IP 1H 18.268.4. 192.168.28@.22.2222: Flags [.].
ack 3957, win 256, length 1338
:17:17.886759 Portl, OUT: IP 18.19.288.4.4 > 192.168.28@.22.2222: Flags [.
ack 3957, win 256, length 1338
:17:17.838938 tund, IN: IP 10.10.200.4.49986 > 192.168.20@.22.2222: Flags [P.]
ack 3957, win 256, length 133
:17:17.839934 Portl, OUT: IP 12.19.280.4.49986 > 192.168.200.22.2222: Flags [P
» ack 3957, win 256, length 133
:17:18.8058367 tund, IN: IP 10.10.200.4.49986 > 192.168.20@.22.2222: Flags [P.]
, ack 4864, win 255, length 181
@0:17:18.883372 Portl, OUT: IP 12.10.206.4.49986 > 192.168.200.22.2222: Flags [P
.], ack 4864, win 255, length 181
@909:17:18.876820 tund, IN: IP 19.108.2008.4.49986 > 192.168.28@.22.2222: Flags [P.]
, ack 4181, win 255 lenuth 11?

192.168.200.22.2222: Flags [.],

» length @
2.168.200.22.2222: Flags [P.]
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