Firewall Rule

Rule name * Description Rule group
{ MAC ‘ Firewall rule governed by MAC addresses L None n
Action P
) 7]
‘ Accept n
Log firewall traffic
Logs traffic, matching this firewall rule, on the appliance (by
default) or on the configured syslog server.
Source
Select the source zones, networks, and devices.
The rule applies to traffic from these sources during the scheduled time period
Source zones * Source networks and devices * During scheduled time
LAN ) DLT1 - | Allthe time
Select to apply the rule to a specific time period and
g
bt & ° day of the week.
Add new item Add new item

Destination and services
Select the destination zones, networks, devices, and services.
The rule applies to traffic to these destinations.
Destination zones * Destination networks * Services *
[ WAN o [ Any o [ Any o

Add new item Add new item

Add new item

(J Match known users

~ Add exclusion @

Source zones Source networks and devices
Add new item Add new item

Destination zones Destination networks

Services are traffic types based on a combination nf
protocols and ports.

Services

Add new item Add new item

Add new item

Services are traffic types based on a combination nf
protocols and ports.



~ Add exclusion @

Source zones Source networks and devices
Add new item Add new item
Destination zones Destination networks Services
Add new item Add new item Add new item

Services are traffic types based on a combination of
protocols and ports.

Create linked NAT rule @

Security features

v Web filtering

Web policy Malware and content scanning Filtering common web ports

| UJ-SiteRestrictions n Scan HTTP and decrypted HTTPS Use web proxy instead of DPI engine
. ?

(O Apply web category-based traffic shaping () Detect zero-day threats with Sandstorm O DPiengine or web proxy

Web proxy options

Block QUIC protocol Scan FTP for malware
C] Decrypt HTTPS during web proxy filtering

> Configure Synchronized Security Heartbeat

Other security features

Identify and control applications (App control) Shape traffic DSCP marking

| UJ-BlockG ' ‘ None ' ‘ Select DSCP marking n

Apply application-based traffic shaping policy

Detect and prevent exploits (IPS)

| us-IPs_Riskystu '




Web Policy

Name* UJ-SiteRestrictions

Description Site restrictions applicable for semi-trusted user

Add rule

Users Activities Action Constraints Manage Status a

Drugs and Controlled Subs

A& Anybody

[usr-2]
Alcohol & Tobacco
Gambling

E® Marijuana

Criminal Activities

A% Anybody

=]

Criminal Activity 9 + ®

[usr-2]
@2 Extreme or Violent Web Co..
Gat
Extreme

Gat

Intolerance & Hate

F® Hunting & Fishing

A& Anybody

Militancy & Extremist
Military

F® Weapons

Social Networking
28 Anybody - 9 - - @ Limited Hrs - + @
@ YouTube -

w

Private homepages

o

Personal Cloud Apps
48 Anybody

eeéd

Personal sites

Personals & Dating

Nudity and Adult Content

Nudity

Sex Education 9 + @
Sexually Explicit

48 Anybody

=]

geecasd

Swimwear & Lingerie

Risky Downloads

Suspicious
28 Anybody [ x] + @

[ Download Freeware & Shar. -

B

@® Not Suitable for the Office

Business Cloud Apps
A& Anybody
Business Networking

z® Intellectual Piracy

E® Anonymizers
28 Anybody %] + ®

E® Pro-Suicide & Self-Harm

B

@™ Gamesand Gambling

28 Anybody v @ Lunch &Evening. + ®
Games

—

Default action v/

B




Search engine enforcement

Enforce SafeSearch

Enforce additional image filters | On v

Enforce YouTube restrictions

Restriction level | Moderate v
Policy Quota Status
Allowed time quota ‘ 1 v‘ Hours ‘ 0 v‘ Minutes
Advanced settings
Enable logging and reporting
(3 Prevent download of files larger than MB

D Restrict login domains for Google apps

Allowed domain(s)

Quota Rule
Edit surfing quota policy

Policies Policy Quota Status User activities

Name *

Prevent potentially inappropriate images, videos, and text from appearing in Google,
Yahoo, and Bing search results. You can reduce the risk of exposure to explicit content by
enabling additional filters that display only images with a Creative Commons license.

This option can be enforced by the web proxy only.

Prevent access to potentially inappropriate content by restricting which videos are

returned in YouTube search results.
This option can be enforced by the web proxy only.

Set the maximum allowed time for a single user to browse web content that falls into

categories restricted by a quota policy action.

Values between 1 and 1536 MB are permitted

A comma-separated list of allowed domains for Google apps
This option can be enforced by the web proxy only.

Categories URL groups Exceptions

Lunch N Evening

Description

Lunch and Evening time slots

Cycle type

Validity *

Maximum hours *

(® Cyclic

Cycle hours * 1

Unlimited

(J unlimited | 1

O Non-cyclic

'Hour(s)& 00 v Minute(s)per| Day v

Day(s)

| Hour(s)& | 00 | Minutes
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Application Policy

Applications

Application filter Synchronized Application Control Cloud applications Application list
Name * UJ-Block6
Description

This rule is used to block very high risk, P2P, Proxy
& Tunnel and Gaming apps
Y

Application

YouTube Subscribe, Youtube Downloader, Youtube Video Search, Youtube Website, YouTube Share
Video, Youtube Video Streaming, Youtube Video Upload, YouTube Like/Plus, YouTube Comment,
YouTube Add to

X-VPN, NapMX Retrieve P2P, QQ VPN, Ares Chat Room, CyberGhost VPN Proxy, skyZIP, Proxy
Switcher Proxy, Stealthnet P2P, Power VPN, Bearshare P2P, BypassGeo, Lantern, Proxyone, Hello
VPN, PP VPN, Your-Freedom Proxy, Chrome Reduce Data Usage, Surf-for-free.com, ZenVPN,
Blockless VPN, UltraVPN, RemoboVPN Proxy, Cyazyproxy, Shareaza P2P, Redirection Web-Proxy,
VPN Robot, RusVPN, Ants Initialization P2P, Proxifier Proxy, Asproxy Web Proxy, Tiger VPN, Miro P2P,
Mute P2P, Zero VPN, TurboVPN, Epic Browser, Amaze VPN, Securitykiss Proxy, FinchVPN, uProxy,
Total VPN, TOR VPN, Hamachi VPN Streaming, Super VPN, Boinc Messenger, Yoga VPN,
CantFlndMeProxy Proton VPN, JAP Proxy, ShellFire VPN, Worldcup Proxy, Tweakware VPN,
GoldenKey VPN, Hi VPN, SkvVPN Hoxx Vpn, Hide Me, Hot VPN, Just Open VPN, The Pirate Bay Proxy,
UK-Proxy.org uk Proxy, Gom VPN, FastSecureVPN, Morphium info, ExpressvPN, Star VPN, DC++
Connect P2P, Ares P2P, NateMail WebMail, Eagle VPN, AppVPN, Ultrasurf Proxy, VPN over 443,
Classroom Spy, Privatix VPN, SecureLine VPN, Pando P2P, DC++ Download P2P, WinMX P2P,
ProxyWebsite, Hotspotshleld Proxy, DashVPN, CrossVPN, Websurf, VPN Free, VPN Monster, Private
O Tunnel, MeHide.asia, Astrill VPN, Zalmos SSL Web Proxy for Free, Alkasir Proxy, Vuze P2P, Photon
Flash Player & Browser, Freegate Proxy, EuropeProxy, Speedy VPN, VPN Master, ISAKMP VPN, VPN
360, Thunder VPN, ZPN VPN, L2TP VPN, Cloud VPN, Hide-N-Seek Proxy, Ants IRC Connect P2P,
FSecure Freedome VPN, FreeMvBrowser Speedify, Phex P2P, DC++ Hub List P2P, Britishproxy.uk
Proxy, Kugoo Playlist P2P, Webproxy, Soulseek Retrieving P2P, Browsec VPN, DNSCrypt, DotVPN,
Winny P2P, Expatshield Proxy, SkyEye VPN, Haitun VPN, SetupVPN, Ants P2P, Torrent Clients P2P,
MoonVPN, Cyberoam Bypass Chrome Extension, UncloggerVPN Simurgh Proxy, The Proxy Bay, SSL
Proxy Browser, USA IP, VyprVPN, Green VPN, Reduh Proxy, Toonel, Bitcoin Proxy, Unseen Online VPN,
0OpenDoor, SoftEther VPN, Freenet P2P, Private VPN, VPN Lighter, England Proxy, Tableau Public,
VPN 365, TransferBigFiles, Private Internet Access VPN, Snap VPN, Proxysite.com Proxy,
TorrentHunter Proxy, Just Proxy VPN, Office VPN, Frozenway Proxy, PHProxy, Betternet VPN, Super
VPN Master, VPN Unlimited, Psiphon Proxy, Ninjaproxy.ninja, ProxyProxy, Phantom VPN, VeePN, MP3
Rocket Download, PrivateSurf.us, Hammer VPN, Ares Retrieve Chat Room, WiFree Proxy, TOR Proxy,
Heatseek Browser, ItsHidden Proxy, Openinternet, FastVPN, Speed VPN, Bypasstunnel.com,
Soulseek Download P2P, Hexa Tech VPN, eMule P2P, Hideman VPN, Easy Proxy, Windscribe

Kongshare Proxy, HTTPort Proxy, X-VPN, QQ VPN, Netevader Proxy, Avoidr Web Proxy, CyberGhost
VPN Proxy, BypassGeo, K Proxy, VPN in Touch, Hello VPN, PP VPN, Circumventor Proxy, LokS Proxy,
Proxeasy Proxy, Tor2Web Proxy, Vpntunnel Proxy, Tunnel Guru, ZenVPN, MiddleSurf Proxy, UltraVPN,
Redirection Web-Proxy, VPN Robot, StrongVPN, Steganos Online Shield, Proxifier Proxy, HTTP Tunnel
Proxy, Traer VPN, TurboVPN, RealTunnel Proxy, Aniscartujo Web Proxy, Proximize Proxy, Amaze VPN,
Securitykiss Proxy, FinchVPN, Total VPN, TOR VPN, Super VPN, Yoga VPN, Air Proxy, Bypassfw Proxy,
Globosurf Proxy, Proton VPN, ShellFire VPN, Jailbreak VPN, Worldcup Proxy, AOL Desktop,
Tweakware VPN, PD Proxy, Hi VPN, Hide-Your-IP Proxy, Hoxx Vpn, Invisible Surfing Proxy, Just Open
VPN, Kproxyagent Proxy, Gom VPN, Hide-My-IP Proxy, FastSecureVPN, AppVPN, Hide-IP Browser
Proxy, Operamini Proxy, SecureLine VPN, CProxy Proxy, Pingfu Proxy, DashVPN, CrossVPN, Mega
Proxy, SOCKS Proxy, VPN Free, VPN Monster, MeHide.asia, Astrill VPN, Divavu Proxy, Kepard Proxy,
Zalmos SSL Web Proxy for Free, Alkasir Proxy, Photon Flash Player & Browser, Ztunnel Proxy,
Yeverproxy Proxy, Proxify-Tray Proxy, EuropeProxy, Speedy VPN, Meebo Repeater Proxy, ISAKMP
VPN, VPN 360, ZPN VPN, L2TP VPN, Cloud VPN, Hide-N-Seek Proxy, OneClickVPN Proxy, My-
Addr(SSL) Proxy, Hopster Proxy, Skydur Proxy, HOS Proxy, Dynapass Proxy, Britishproxy.uk Proxy,
NetLoop VPN, Ctunnel Prox?' DNSCrypt, DotVPN, WebFreer Proxy, Real-Hide IP Proxy, Haitun VPN,
CoralCDN Proxy, PingTunnel Proxy, Socks2HTTP Proxy, MoonVPN, Unclogger VPN, Simurgh Proxy,
SSL Proxy Browser, USA IP, Puff Proxy, VyprVPN Auto-Hide IP Proxy, Toonel, Unseen Online VPN,
OpenDoor, SoftEther VPN, Private VPN, Ggrpe Proxy, VPN nghter Manual Proxy Surfing, England
Proxy, Vtunnel Proxy, Rxproxy Proxy, Gbridge VPN Proxy, VPN 365, Private Internet Access VPN, Just
Proxy VPN, Max-Anonysurf Proxy, BetternetVPN, Tunnelbear Proxy Login, Super VPN Master, VPN

G Unlimited, Gtunnel Proxy, Hola, Gapp Proxy, ProxyProxy, Phantom VPN, WiFree Proxy, TOR Proxy,
ShadeYouVPN, Justproxy Proxy, Speed VPN, Bypasstunnel.com, Hideman VPN, Launchwebs Proxy,
Hiddenvillage Proxy, FreeVPN Proxy, Tunnelier, Easy Proxy, SurfEasyVPN skyZIP Proxyway Proxy,
Proxy Switcher Proxy, Njutrino Proxy, Power VPN, Lantern, Proxycap Proxy, Spinmyass Proxy,
Camoproxy Proxy, Proxyone, Idhide Proxy, Your-| Freedom Proxy, Chrome Reduce Data Usage, Onavo,
Surf-for-free.com, SOCK4 Proxy, Wallcooler VPN Proxy, Blockless VPN, RemoboVPN Proxy,
Cyazyproxy, Privitize VPN Proxy, RusVPN, Surrogofier Proxy, Asproxy Web Proxy, Zero VPN, Cocoon,
Epic Browser, Opera Off Road Mode, uProxy, Hamachi VPN Streamlng Dtunnel Proxy,
CantFindMeProxy, JAP Proxy, SumRando, GoldenKey VPN, SkyVPN, Hide.Me, Hot VPN, The Pirate Bay
Proxy, UK-Proxy.org.uk Proxy, Zelune Proxy, Proxyfree Web Proxy, Tigervpns, VPNMakers Prox?r
Morphium.info, ExpressVPN, Star VPN, Eagle VPN, Tunnelbear Proxy Data, Suresome Proxy, Ultrasurf
Proxy, VPN over 443, Classroom Spy, Privatix VPN, Sslpro.org Proxy, 12P Proxy, ProxyWebsite,
Hotspotshield Proxy, Websurf, Nateon Proxy, Private Tunnel, VPNium Proxy, Spotflux Proxy, Freegate
Proxy, Proxy-service.de Proxy, Tunnello, VPN Master, RPC over HTTP Proxy, Thunder VPN, FreeU
Proxy, CyberghostVPN Web Proxy, uVPN, FSecure Freedome VPN, Vpndirect Proxy, FreeMyBrowser,
Mysslproxy Proxy, Fly Proxy, Speedify, Invisiblenet VPN, Proxeasy Web Proxy, Anonymox, Webproxy,
Browsec VPN, Telex, Expatshield Proxy SkyEye VPN, SetupVPN Packetix Proxy Cyberoam Bypass
Chrome Extension, The Proxy Bay, Ghostsurf Proxy, Green VPN, SSlunblock Proxy, Reduh Proxy,
Bitcoin Proxy, Btunnel Proxy, ProXPN Proxy, Vedivi-VPN Proxy, Snap VPN, Proxysite.com Proxy,
ZenMate, TorrentHunter Proxy, VNN-VPN Proxy, Office VPN, Frozenway Proxy, PHProxy, Psiphon
Proxy, Ninjaproxy.ninja. VeePN, Sslbrowser Proxy, PrivateSurf us, Hammer VPN, Reindeer VPN,
ItsHidden Proxy, HTTP-Tunnel Proxy Easy-Hide IP Proxy, IP- Shield Proxy, Openinternet, FastVPN,
Hexa Tech VPN, Proxmachine Proxy, Windscribe

Manolito P2P Search, Piolet FileTransfer P2P, NapMX Retrieve P2P, Freenet P2P, Imesh P2P,
Stealthnet P2P, Bearshare P2P, Ants IRC Connect P2P, MediaGet P2P, Gnutella P2P, DirectConnect
P2P, Manolito P2P Download, Phex P2P, QQ Download P2P, DC++ Hub List P2P, Kugoo Playlist P2P,
Piolet Initialization P2P, GoBoogy Login P2P, DC++ Connect P2P, Klite Initiation P2P, Ares P2P,

G Manolito P2P Connect, MP3 Rocket Download, Soulseek Retrieving P2P, Winny P2P, Soul Attempt
P2P, LimeWire, VeryCD, Pando P2P, Morpheus P2P, Shareaza P2P, DC++ Download P2P, WinMX P2P,
Ants Initialization P2P, Ants P2P, Tixati P2P, Miro P2P, Torrent Clients P2P, Mute P2P, Peercast P2P,
Manolito P2P GetServer List, LOOBAO P2P, SoMud, Soulseek Download P2P, eMule P2P, Apple-Juice
P2P, Vuze P2P, Flashget P2P, Napster P2P, Fileguri P2P

TrialMadness Facebook Game, World Of Warcraft Game, WildOnes Facebook Game, Call Of Duty 4
Game, JungleJewels Facebook Game, Ace2Three Game, Yoville Facebook Game, Scramble
Facebook Game, FrontierVille-Facebook Games, MyTribe Facebook Game, nghtCIubCﬂ Facebook
Game, PoolMaster Facebook Game, Facebook Games, Quake Halflife Game, Poker-Facebook Games,

0O Wlnamax Game, Team-Fortress2 Game, PremierFootball Facebook Game, Windows Live Games,
PetSociety-Facebook Games, Mail.ru Games, Metin Game, MillionaireCity-Facebook Games,
Bejeweled-Facebook Games, MobWars Facebook Game, MindJolt-Facebook Games, Mafia Wars-
Facebook Games, FarmVille-Facebook Games, Doom3 Game, Evony Game, Treasurelsle-Facebook
Games, Pokerstars Online Game, CafeWorld-Facebook Games
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Traffic shaping default

Application filter criteria

Smart filter = youtube

Risk = 5-Very High

Categ?ry = Proxy and

Tunnel

Category = P2P

Category = Gaming
Risk = 3-Medium, 4-
High, 5-Very High.
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