What we have and what we need
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How to tell the Sophos XG115 to route all traffic to the 80.x networks
from 192.168.160.x through the VPN 172.19.216.x VPN network (and vice versa)?
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VPN Settings

Psec connections

Show additional properties
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Gateway settin
Local gatewsy
Listening interface
Port2 - 192 168161.20 OV
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Local 1D
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_LAN )
Add new item
[:] Network Address Translation [NAT)
Networks: _aaS_131
_aasS_136

LAN

_LAN_Range_24

Internal Network BG

Internal_Network BG_Range

Policy 97 Connection type
_VPN Site-to-site

IP version

® iy O 16 Dual

Connection type

Site-to-sita

Gateway type

initizte the connection

Authentication type

Preshared kay

Change preshared key

Remote gateway

Gateway address

Remote ID type
IP address

Remote ID

Remote subnet

Add new item

=80.250.131.0/ 24
=80.250.136.0 / 24
=172.19.216.144 / 28
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Firewall Rule

Rule status
Rule name * Description Rule group
L |_VPN_Mainz | Auto created Firewall Rule | VPN .
Action
Vi
[ Accept -
Log firewall traffic
Logs traffic, matching this firewall nule, on the appliance (by
default] or on the configured syslog server
Source
Select the source zanes, networks, and devices.
The rule applies to traffic from these sources during the schedulad time period.
Source zones * Source networks and devices * During scheduled time
Any = ‘ internal Network BG SO | Anthetime j
Salect to apply the rule to a specific time period and
LLAN , ° day of the wesk
Add new item ! L _aaS_131 P -
teoo ) wvee—_88S_136 ’O
Add new item
Destination and services
Select the destination zones, natwarks, devices, and services.
The rule applies to traffic to these destinations.
Destination zones * Destination networks * Services *
{ Any =) ‘ ‘ Internal Network BG ) | ‘ Any ) ‘
LAN ,0
Add new item _@aaS_131 - Add new item
. aaS 138 , ° » Services are traffic types based on a combinstion of
- - protocols and ports.

Add new item




NAT Rule Inbound

Rule status

Rule name *

Description

| DNAT VPN eingehend

Translation settings
Select the matching criteria and translation settings for source, destination, and services.
Original source * Original destination * Original service *
" _aes.13l ) ‘ ~ LAN_Range_2d 2@ Ay
_8aS_136 -] [
‘ I e ‘ Add new item Add new item
Translated source [SNAT) Translated destination [DNAT) Translated service (PAT]

! Original

‘ \mtemal_Network_BG_Range

B oo

Interface matching criteria
Inbound interface *

Outbound interface *

‘ Any

‘ Add new item

e Any

Add new item

' Advanced settings

Load balancing method

D Override source translation [SNAT) for specific outbound interfaces )

One-to-one

v




Nat Rule Outbound

Rule status
Rule name *
[ SNAT_VPN_ausgehend

Description

A
Translation settings
Select the matching criteria and translation settings for source, destination, and services
Original source * Original destination * Original service *
Internal_Network_BG_Range sol | _@as_131 SO | any
_8aS_136 -]
Add new item Add new tern Add new item

Translated source (SNAT) Translated destination (DNAT) Translated service [PAT)

| AareonIP

| Original ‘ | original

Interface matching criteria
Inbound interface *

Outbound interface *

Any

Add new item

| Any -]

‘ Add new item

'  Advanced settings

Load balancing method
Select

[:] Override source translation [SNAT) for specific outbound interfaces o



