@) Rule status.

Rule name * Description Rule group
[ Internet-Aooess-WAN ] Enter Description Traffic to WAN
Action
y B
[ Accept
Log firewall traffic
Logs traffic, metching this firewall rule, on the appiiance (by
dafault) or on the configured sysiag server
Source
Select the source zones, networks, end devices.
The rule applies to traffic from these sources during the scheduled time period
‘Source zones * Source networks and devices * During scheduled time
LAN ) HO-LAN #@| [ Anthetime
‘Salect to appky the rule to & spacific time, :e.iun
Add new iterm Add new iterm day of the week.

Destination and services
Select the destination zones, networks, devices, and services.
The rule epplies to traffic to these destinetions.

Summary
Internet-Access-WAN

Rule

Accept any service gaing to "WAN" zane, when In "LAN® zone,
and coming from "HO-LAN- netwark, then saply Iog
connections

Source networks and devices: HO-LAN
Dunng sohmausen time - A8 the trme
Dustination and senvces

wan

Destiation networks : Amy
Services - any

etworkz and devices:
Destmatian networks
Destinstion natworks
Services:

Spnchessized Susity

Source: Minimum heartbest 15 Na restriction, Clents with no
hesribeet alowed

Destistion : Minimum hesrtbnt |5 Norestriction, Request i
destination with no heartbest sliowes

Destination zones * Destination networks * Services *
WAN ) Any - Any -]
Add new item Add new item Add new item
S=rvices ars trefho types based on & combinaton of
pratocols and parts.
] Match known users
~ Add exclusion @
‘Source zones Source networks and devices
Add new item Add new item
Destination zones. Destination networks Services
Add new item Add new item Add new item
“Sarvices are traffic types besed on a combination of
pratocols and parts.
Create linked NAT rule @
Security features
~ Web filtering
‘Wab policy Malwars and content scanning Filtsring common web ports
l None [ ScanHTTP and decrypted HTTPS " | Use web proxy instead of DPI engine

("] Apply web category-hased traffic shaping n

("] Block QUIC protacal

~ Configure Synchronized Security Heartbeat

Minimum source HB permittad
QO GREEN O vELLOW

(O Bilockclients with no heartbeat

Other security features

® Mo restriction

v and control

("] Detect zero-day threats with Sandstorm

(O ScanFTP for malware

Minimum destination HB parmittad
() GREEN () VELLOW

(") Block request to destination with no heartbeat

(3) No restriction

Shape traffic

@ DPI engine or web praxy?

Wb proxy options
(") Decrypt HTTPS during web proxy filtering

DSCP marking

[ Nang

[ None

[ ‘Select DSCP marking

(| Apply application-based traffic shaping policy

Detact and pravent expioits (1PS]

[ None

Summary
Intemet-Access-WAN

Rule

Accent any zarvice gaing to “WAN" zane, when in "LAN' znne
‘and coeming from "HO-LAN" network, ther saply (o
cannections

WaN
Destiation networks : Any
Services- any

e
Destiation netwarks
Services

Bpncneezes sy
Source : Minimum heertbeet 15 Na restriction. Clents with no
himarbent sllwes

Destration : MInImUm hesribest i Narestriction, Request i
destination with no heartheat allawed



